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Short abstract We consider a variant of string constraints given by membership constraints
in context-free languages and subword relation between variables. The satisfiability problem
for this variant turns out to be undecidable. We consider a fragment in which the subword-order
constraints do not impose any cyclic dependency between variables. We show that this fragment
is nexptime-complete. As an application of our result, we settle the complexity of control state
reachability in acyclic lossy channel pushdown systems, which was shown to be decidable in
Atig-Bouajjani-Touilli-08. We show that this problem is nexptime-complete.

This work is published in the proceedings of LICS 2022 [6].

Long abstract The study of string constraints has been at the center of research for many
decades now, foremost being the seminal work of Makanin [19]. The problem is of particular
interest due its close connections to the Hilbert’s tenth problem [20]. There have been several
studies of string constraints (as word equations). While the decidability status of the general
word equation when it includes length constraints is still open [13], the satisfiability of word
equations without the length constraints was shown to be decidable by [19]. Subsequently there
have been several attempts to simplify the proof and pin down the precise complexity of the
problem [22, 21].

In the recent times, the topic has gained much momentum due to its applicability to identify-
ing security vulnerabilities in programs [26, 23, 4, 25, 24]. The fact that almost every program
manipulates strings, especially in very diverse ways does not allow for a uniform way to anal-
yse these programs for security vulnerabilities arising out of string processing. There have been
many works in this direction, each accounting for different sets of string manipulations and
comparisons. In fact there are several string constraint solvers that have been successfully build
and employed to this effect [17, 8, 1, 16, 15]. Our work [6] is also an effort in this direction.

One important aspect of checking security vulnerability is to verify if the input to a program
is safe. For example the SQL injection attack masquerades program code as an SQL query.
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This operation usually involves relating two strings that arise out of programs. To this effect,
an interesting class of string constraints is given by 1) membership constraints – which confines
the domain of each variable to a class of language and 2) relational constraints – which allows
for comparisons between the variables. The problem of interest here is satisfiability which asks
whether there is an assignment to the variables that satisfies the constraints.

This formalism has turned out to be quite useful for the modeling capabilities and has been
well studied. While most of the work in literature, mostly confines the membership constraints
to regular languages, several comparison operations have been considered. Some of them being
ReplaceAll [11, 12], relations due to transducers [18, 14], transducer with length constraints [3].

While these kind of models enjoy a very high expressive power, they are often plagued by
undecidability. An ongoing research has been to identify subclasses which recover decidabil-
ity for the satisfiability problem. For example, the straight-line fragment in [11] imposes an
acyclicity requirement among the relational constraints between the variables to obtain decid-
ability.

In this work [6] we consider a class of string constraints, given by 1) membership constraints
– which confines the domain of each variable to a context-free language and 2) relational con-
straints which relate variables by the subword-order. As far as our knowledge goes, this is the
first attempt to include a context-free language in the membership constraint. We believe this is
useful and interesting since vulnerable inputs to programs include strings that are generated by
programs or are programs themselves [10]. In both of these cases, the generated string can be a
context-free language.

While it is possible to recover equality checking through subword relation, we show that the
satisfiability problem is undecidable in the presence of cyclic dependencies between variables.
We then consider a subclass called the acyclic fragment, inspired by [11, 3]. We show that satis-
fiability checking under this assumption is nexptime complete. In fact we show that the problem
is already nexptime hard when the membership constraints are given as regular languages. To-
wards the nexptime algorithm, we show that our model enjoys a small model property. That is
if the given constraints is satisfiable then it is satisfiable by an assignment of a bounded size.
While this technique is not new, the presence of context-free membership constraints makes the
problem harder. Towards this, we derive new insights about the combinatorial structure of the
parse trees of a context-free grammar embedding a given word as a subword.

As an important application of our result, we derive a complexity upper bound for acyclic
lossy channel systems (introduced in [7]). Lossy channel systems are an important model of
distributed systems where finite-state processes communicate via point-to-point message trans-
mission over an unbounded channel. When the channels are assumed to be reliable, the control
state reachability is undecidable [9]. However, when the channels are assumed to be lossy,
control state reachability becomes decidable[2]. Even with lossy channels, if the processes are
assumed to be pushdown, the control state reachability problem is undecidable[7, 5]. If the
communication topology is assumed to be acyclic, this was shown to be decidable in [7], but no
elementary upper bound was known.

We establish strong connection between the acyclic fragment of the subword-ordering string
constraints and acyclic lossy channel systems [7]. This also allows us to settle the complexity
of control state reachability in acyclic lossy channel systems which has been open for more than
a decade. We show that this problem is decidable in elementary time, in fact in nexptime, and
supplement the result with a matching lower bound.
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